Library Resource List for Computer Security and Hacking

k This is a selection of the books that Crawley Library, West Sussex
- Boo s have, which can be borrowed or reserved free of charge .

Crawley Library
Shelved at 005.8
e Hacked: the secrets behind cyber attacks (2024) — Jessica Barber
e Basics of Information Security. 2" ed — Jason Andress (Reading List)
e Confident Cyber Security: The Essential Insights and How to Protect from Threats (2023) — Jessica Barber
e Cybersecurity: Attack and Defense Strategies (2019) — Yuri Diogenes
Cybersecurity Essentials (2018) — Charles J. Brooks
Security Administrator Street smarts. 2nd ed, a real world guide to CompTIA Security+ skills — David Miller
Cyber attack, the truth about digital crime, cyber warfare and government snooping — Paul Day
Cyberphobia, identity, trust, security and the Internet (2016) — Edward Lucas
e Hacking for Dummies — Kevin Beaver
e Internet Security made Easy — Richard N Williams
e The Art of Invisibility- Kevin D Mitnick
e Conquer the Web — Jonathan Reuvid
e Cryptography and Network Security: Principles & Practice. 7t ed — William Stallings (also available as an

ebook)
Shelved at 355.343
e Cyber Warfare: techniques, tactics and tools for security practitioners. 2" ed — Jason Andress (Reading List)
Shelved at 364.168

e Darkmarket: cyberthieves, cybercops and you — Misha Glenny
e Cybercrime — David Wall

e Cybercrime — Cath Senker

e Kingdom of Lies - Kate Fazzini

e Handbook of Internet Crime — Majid Yar

Access via Crawley Library Moodle Pages on CCG Online
Direct access in College or via Shibboleth outside College using
your College Office 365 email and password

Online Resources

Useful search terms: cybersecurity, “computer security” cybercrime “Internet security”

e Cryptography and network security — Williams Stallings

ProQuest
Ebook Central

e Security in the Digital World — Day, Graham
e Cybersecurity: a Self Teaching Introduction — C.P.Gupta

Discovery Service

EBSCG e Cyber Security Culture —Trim, Peter
ﬁl 'i"l_.]i X 3!‘\5 e Cyber Security and I.T. Infrastructure Protection — Vacca, John R
@EBSCO Ebsco Discovery provides an easy way to search online journals, books and articles by
- providing a single search box to explore many databases.

Search “cyber security” or “computer hacking” limit to Full text and Geography to Great
Britain. Articles include:
e The dawn of the quantum internet: the race to create a super secure online space
— S.Battersby, New Scientist 29/5/21


https://arena.westsussex.gov.uk/web/arena/results?p_auth=bFgvrYLu&p_p_id=crDetailWicket_WAR_arenaportlets&p_p_lifecycle=1&p_p_state=normal&p_p_mode=view&p_p_col_id=column-2&p_p_col_pos=1&p_p_col_count=4&p_r_p_687834046_facet_queries=&_crDetailWicket_WAR_arenaportlets_back_url=https%3A%2F%2Farena.westsussex.gov.uk%2Fweb%2Farena%2Fsearch%3Fp_auth%3DbFgvrYLu%26p_p_id%3DsearchResult_WAR_arenaportlets%26p_p_lifecycle%3D1%26p_p_state%3Dnormal%26p_p_mode%3Dview%26p_p_col_id%3Dcolumn-2%26p_p_col_pos%3D1%26p_p_col_count%3D4%26p_r_p_687834046_facet_queries%3D%26p_r_p_687834046_search_item_no%3D0%26p_r_p_687834046_sort_advice%3Dfield%253DRelevance%2526direction%253DDescending%26_searchResult_WAR_arenaportlets_arena_member_id%3D45880238%26_searchResult_WAR_arenaportlets_agency_name%3DAUK000038%26p_r_p_687834046_search_type%3Dsolr%26p_r_p_687834046_search_query%3Dsubject%253A%2B%2522Computer%2Bsecurity%2522&p_r_p_687834046_search_item_no=0&p_r_p_687834046_sort_advice=field%3DRelevance%26direction%3DDescending&p_r_p_687834046_arena_member_id=45880238&p_r_p_687834046_search_item_id=178097454X&p_r_p_687834046_agency_name=AUK000038&p_r_p_687834046_search_type=solr&p_r_p_687834046_search_query=subject%3A+%22Computer+security%22
https://search.ebscohost.com/login.aspx?direct=true&db=e900muk&AN=1643203&site=ehost-live&scope=site
https://search.ebscohost.com/login.aspx?direct=true&db=e900muk&AN=2399513&site=ehost-live&scope=site
https://search.ebscohost.com/login.aspx?direct=true&db=e900muk&AN=504642&site=ehost-live&scope=site
https://search.ebscohost.com/login.aspx?direct=true&db=e900muk&AN=635568&site=ehost-live&scope=site
https://ebookcentral.proquest.com/lib/chichester-ebooks/detail.action?docID=5186001

Provides access to over 360 OUP academic journals.

OXFORD JOURNALS COLLECTION

@SAGE JO U 11 al S Excellent world class research journals database

Wl LEY I/r A database of the largest and most authoritative collections of online journals and
ONLINE | IBRARY research resources, covering life, health, social and physical sciences .

wileyonlinelibrary.com

Statistics and articles on contemporary social issues: Search cyber crime in search
ISSUES porary y

. box. Articles include:
LA A Online e Whatis cybercrime?

e Cybercrime

Recorded TV programmes available to watch in College or at home.

e pleo‘_glf eam

e Horizon — Inside the dark web

e Click - Click reports from Defcon in Las Vegas, the world's largest hacking
convention (18/08/2016)

Useful Websites:

e National Cyber Security Council www.ncsc.gov.uk
e BBC Cyber Hacking www.bbc.co.uk

_- ! Library Services! il
!! Supporting Staff & Students !!



http://www.ncsc.gov.uk/
http://www.bbc.co.uk/
https://journals.sagepub.com/
https://www.google.co.uk/imgres?imgurl=http://biblioteka.dsw.edu.pl/assets/images/ZBIORY_I_EZRODLA/EZRODLA/logo_wiley.jpeg&imgrefurl=http://libguides.riphah.edu.pk/c.php?g%3D405319%26p%3D2763144&docid=c4kglJ2Yuvd1cM&tbnid=kwX_NPKWseouTM:&vet=10ahUKEwimgb7-yfHbAhUBfMAKHewfAKcQMwhDKA0wDQ..i&w=256&h=256&bih=485&biw=1264&q=wiley%20online%20library&ved=0ahUKEwimgb7-yfHbAhUBfMAKHewfAKcQMwhDKA0wDQ&iact=mrc&uact=8
https://www.google.co.uk/imgres?imgurl=http://lovelibrarieswalsall.co.uk/wp-content/uploads/2014/05/Issues-Online-button.jpg&imgrefurl=http://lovelibrarieswalsall.co.uk/whats-in-stock/online-resources/&h=229&w=685&tbnid=6AeGOCxALW5uEM:&docid=LUzNrNcMBXYzmM&ei=rynQVubJBcLxUP6YofAE&tbm=isch&ved=0ahUKEwim3a-AnZXLAhXCOBQKHX5MCE4QMwgeKAEwAQ

